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"Artificial Intelligence, Quantum Revolution And Cyber - Tiirkiye”

The 4th Istanbul Cyber-Security Forum, with the main theme of “Artificial Intelligence, Quantum
Revolution and Cyber-Tiirkiye”, was jointly held by TASAM National Defence and Security Institute as a co-
event of the 11th Istanbul Security Conference, on November 27, 2025, at the Wish More Hotel Istanbul.

The Forum attracted speakers and dignitaries from various countries and regions, representing diverse
fields and sectors. Diplomatic representatives and delegations from different countries were also present.
Local and international experts, academics, and diplomats delivered speeches and presentations. Relevant
authorities from Tirkiye, Asia, Europe, America, and Africa were also represented at the Forum, and all
sessions were followed institutionally.

The following key topics were addressed at the forum: “Artificial Intelligence, Quantum Revolution and

Cyber-Turkiye”, “Artificial Intelligence, Deepfake, and Cybersecurity”, “Cyber Industry Scale Economy”,
“Strategic Turkish Products”, “Visibility and Export Policies”.

It was decided that the following findings and recommendations put forward at the forum should be
presented to the attention of all relevant authorities and the public, with a vision that will enhance
existing achievements/institutions:

1. In today's digital transformation, artificial intelligence (Al) technologies have created significant
changes in economic, social, and academic fields. However, the processing power of classical
computer architectures is increasingly diminishing in areas such as big data analysis, complex
optimization, and deep learning. At this point, quantum computing technologies are paving the
way for a new paradigm in the field of artificial intelligence.

2. Quantum algorithms offer innovative advantages in processes such as machine learning, natural
language processing, and optimization. University research, TUBITAK-supported projects, and
industry collaborations contribute to the national competitiveness and sustainable development
goals of Tiirkiye through the integration of quantum artificial intelligence in line with the country's
digital transformation strategies.

3. In the age of digital transformation, the convergence of quantum technologies and artificial
intelligence is not merely a technical advancement, but a strategic turning point that
fundamentally alters the nature of computation, learning, and decision-making processes. Data-
intensive applications, complex optimization problems, and the limitations of advanced modeling
have been redefined by the integration of these two fields.
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Which can be described as a revolutionary transformation in the way information is processed, is
creating a multiplier effect in strategic sectors ranging from defense and healthcare to financial
analysis and energy management.

Quantum artificial intelligence has become a determining factor in national capacity in the
strategic competitive environment of the future. The speed of Al in decision-making processes,
combined with the multidimensional parallel processing power of quantum computing, is creating
a new global power distribution in terms of national security, economic competitiveness, and
technological dominance.

Globally, multi-billion dollar investment programs by the US, China, and the European Union
aimed at achieving military, diplomatic, and technological superiority demonstrate that artificial
intelligence will be a key determinant of the future power architecture.

Data-driven decision-making processes have been largely transformed by models such as machine
learning, deep learning, and generative artificial intelligence. Quantum-enhanced Al approaches
accelerate learning processes, taking the analysis of large datasets beyond classical methods.

Quantum technologies are creating a transformation in the defense sector, requiring new
doctrines. Quantum radar systems, quantum secure communications, Al-powered autonomous
systems, and high-accuracy simulation capabilities are becoming fundamental components of the
contemporary military power architecture.

The collaboration of quantum computing and Al in vital sectors such as finance, energy,
transportation, healthcare, and logistics will create a major shift in multidimensional optimization,
risk analytics, drug discovery, smart grid management, and supply chain efficiency. This
transformation is accelerating economies' transition to high value-added production.

Tirkiye's young population, digitalization capacity, defense industry expertise, and expanding
entrepreneurial ecosystem offer a significant strategic advantage in quantum and artificial
intelligence integration. The work carried out by ASELSAN, HAVELSAN, TUBITAK, and universities
within the scope of the National Technology Initiative are critical but insufficient steps in
strengthening national capacity .

Quantum technologies and artificial intelligence are not merely a technological field for Tirkiye,
but a matter of digital sovereignty and strategicindependence . Building quantum capacity in areas
such as data security, cryptography, cyber defense, and autonomous systems has become an
integral part of national security doctrines. This new technological order necessitates a radical
transformation in infrastructure. Quantum communication lines, high-capacity data centers,
secure cloud architectures, and nationwide big data infrastructures are becoming fundamental
components of digital government and critical infrastructure security .

The measures and strategies that Tlrkiye should adopt based on artificial intelligence and the
guantum revolution, two fundamental new variables of technopolitics, are critically important
for increasing the country's presence and influence in the cyber realm. Tlirkiye must protect
its national interests in areas such as artificial intelligence, deep forgery, and cybersecurity,
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while simultaneously supporting the cybér industry to boost economic growth and
international competitiveness . Within this framework, strategic Turkish products and export
policies play a significant role in increasing Tirkiye's visibility and effectiveness in the cyber
realm.

For Tirkiye, reviewing the scale of the cyberspace industry and establishing a national
investment and capacity-building program for the ecosystem are priorities.

This new paradigm, shaped by quantum physics and Al, also contains significant risks and
opportunities. Risks such as high-cost infrastructure requirements, a shortage of skilled human
resources, data privacy issues, algorithmic bias, and global technological dependency are critical
dimensions of this transformation that need to be managed.

Essential components of the new security architecture include algorithmic transparency, Al ethics,
guantum cryptography risks, and digital privacy. As technological capacity increases, an ethical
governance framework becomes even more vital for the sustainability of security.

Tlrkiye's long-term strategic vision should be supported by expanding quantum engineering and
Al education, developing university-private-public sector collaboration, and establishing a regional
guantum research center. This ecosystem will form the basis for high - tech exports, new
professional fields, and sustainable digital development .

Quantum technologies and artificial intelligence are playing a decisive role not only in the technical
dimension of digitalization, but also in economic growth, national security, ethical governance ,
and scientific competition . This transformation is a strategic turning point that will shape Tiirkiye's
digital future and requires strengthening national capacity with a holistic vision.

Technological competition has become a fundamental parameter determining the economic
development and strategic power positions of states. Technology is no longer merely an economic
product, but also a strategic tool shaping the global power hierarchy. The capacity to produce
advanced technologies (5G, artificial intelligence, quantum computing, semiconductors, space
technologies, etc.) determines the place of states in the international system.

During the Donald Trump era, technological competition transformed into a visible geopolitical
struggle; China's economic rise began to be perceived by the US as a national security threat. The
threat to US technological superiority posed by China forms the fundamental dynamic of this
competition. While China followed a development model based on imitation and technology
transfer for many vyears, it has completed its technology learning process through forced
technology transfer, foreign engineering education, joint ventures, and foreign investments;
today, it has reached the capacity to produce independent innovation.

China's downing of its own satellite with a ballistic missile in 2007 was a critical turning point for
the United States. This event demonstrated that China had reached a capacity that could threaten
American dominance in space security and military technology. " Made in China 2025," "Vision
2035," and the 2049 goals reveal China's systematic aim for global leadership in high-tech sectors.
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China's sharp increase in R&D investment, programs strengthening its technological workforce,
and aggressive expansion in the global market are raising long-term strategic concerns in the US.

The US, after the Cold War, expected a political transformation by integrating China into the
capitalist system; China's membership in the World Trade Organization was also part of this
"strategic engagement" policy. However, China's use of the system to its advantage has
strengthened the perception of economic and technological threat in the US. The George W. Bush
and Obama administrations were periods in which the U.S. increased its R&D investments,
reshaped its space policies, and placed strategic emphasis on the Asia-Pacific region. Obama's
Trans-Pacific Partnership was based on the goal of setting the rules of 21st-century trade by the
U.S., while excluding China.

The Donald Trump era is the period in which technological competition has become
institutionalized and official state policy. The 2017 National Security Strategy's designation of
China as a "revisionist power" and "strategic competitor" marks a turning point in this process .
Trump's main accusations against China include intellectual property theft, forced technology
transfer, disrupting free market mechanisms through state-backed companies, and sharing
personal data with the Chinese government. These accusations form the basis of US technology
protectionism. The US actions against Chinese companies (blocking Huawei from Google services,
sanctions on TikTok, increased tariffs) are shaped not only by economic competition but also by
concerns about data security, cybersecurity, and national security.

Technological competition is fundamentally transforming the military power structure. Drone
technologies, Al-powered systems, and space-based platforms are shifting the nature of warfare
to areas where the human element plays a minimal role. In this context, technology has become
an integral component of military capacity.

During the Joe Biden administration, the U.S. strategy toward China continued, but with a more
institutional, coordinated, and multilateral approach. This reflects the U.S.'s desire to contain
China through allied pressure and global norms. At the heart of Donald Trump's strategy during
his second term was the use of economic pressure as a bargaining chip in diplomatic negotiations
to force China into a "big deal."” The goal of this deal was to provide broad regulation covering all
the structural issues (technology, trade, finance, monetary policy) that the U.S. was concerned
about.

Technological competition in the international system is not merely a rivalry between two major
powers, but a systemic transformation that redefines the global security architecture, the
economic and political order, and alliance relationships. The technological race between the US
and China directly shapes international security in its economic, military, and ideological
dimensions.

The concept of security has now moved far beyond its classical framework. In the post-Cold War
era, alongside traditional elements such as state sovereignty, military capacity, and the balance of
power, information, technology, artificial intelligence, data management, and human security
have become fundamental dimensions of the new security architecture. This transformation is not
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merely a technical renewal, but a doctrinal and intellectual revolution. Today, security cannot be
explained solely by armament or military capacity. The production, processing, management, and
ethical use of information have become central to security.

Information has become both the tool and the object of contemporary security. Concepts such as
artificial intelligence, big data, open-source intelligence, cognitive security, and data diplomacy
have gone beyond traditional intelligence functions and become key determinants of security
policies.

With the widespread availability of information, the actors involved in security have also
diversified. In addition to states, individuals have become an important part of the security chain.
Today, even a single piece of information shared by an individual can have consequences that
affect national security. This demonstrates that security is no longer solely a centralized and
hierarchical structure. The understanding of security has evolved from a hierarchical structure to
a network-based, multi-centric, and multi-actor structure. The private sector, academia, civil
society, and individuals, as well as states, are actively involved in building security.

The transition from a defense doctrine to a security ecosystem necessitates a preventive,
predictive, adaptive, and interdisciplinary perspective. Modern security understanding requires a
structure that not only responds to threats but also anticipates them before they arise.

A structural revolution is taking place in the field of intelligence. Organizations are no longer
content with simply collecting information; they are transforming into learning organizations that
analyze the likelihood of information emerging, process multi-layered data simultaneously, and
constantly monitor global information flows.

As technology plays a decisive role in security, issues such as surveillance technologies, algorithmic
processes, data tracking, and digital privacy have brought the ethical and governance dimensions
to the center of security discussions. The increase in technological capacity also raises the need
for ethical responsibility to a similar extent.

As seenin the case of China, advanced surveillance technologies, while creating a sense of security
in the short term, pose a controversial challenge in the long term regarding privacy, freedom, and
ethical boundaries. The risk of evolving towards a digital surveillance society is one of the most
critical ethical challenges of the new security paradigm. The new security paradigm necessitates
institutional and theoretical renewal within defense, security, and intelligence agencies. These
institutions need to move away from hierarchical structures and become learning, flexible, data-
driven, and interdisciplinary entities.

The defense industry has also expanded beyond being limited to military production, transforming
into an integrated security ecosystem encompassing artificial intelligence laboratories,
cybersecurity initiatives, data analytics centers, and ethical design platforms.

While the decentralization of information facilitates the democratization of security, it also brings
with it ethical threats such as algorithmic bias, digital privacy breaches, accountability issues for
autonomous systems, and the expansion of a surveillance society.
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35. theoretical renewal aimed at reconstructing the normative and philosophical foundations of

security ; organizational resilience focused on creating a common management culture in
information and decision-making processes; and the preservation of human-centeredness,
emphasizing that the human element is at the heart of security regardless of how advanced
technology becomes .

36. Today, security means not only preventing attacks, but also protecting data, managing

37.

38.

39.

40.

understanding, and building trust. Sustainable security requires a governance model based on
human values. Even as technology advances, people remain the foundation of security. True
security can only be achieved through a fair, transparent, and human-centered system; a security
system devoid of moral values is unsustainable. Today's security environment demonstrates that
the 21st century is far more complex and dynamic than any previous era. Therefore, security
should be viewed not merely as an area to be protected, but as a value to be redesigned and
rebuilt through collective wisdom.

Turkish state tradition has an uninterrupted political continuity, stretching from the Huns to the
Goktirks, from the Seljuks to the Ottoman Empire, and finally to the Republic of Tirkiye; this
continuity has formed a fundamental framework that has determined not only the administrative
structure but also the methodological evolution of security, intelligence, and statecraft throughout
history. One of the most prominent forms of historical continuity is the integrated relationship
established between central authority and security and intelligence activities in Turkish states; this
has led to intelligence being considered a constitutive function in protecting the survival of the
state.

The emergence of a modern intelligence structure in the Ottoman Empire gained momentum
during the reign of Mahmud IlI; centralization reforms transformed intelligence from a mere
information gathering activity into one of the main pillars of state administration. This reform
process created a new security-rationality line alongside the classical recruitment-bureaucratic
structure; a broad capacity was built, ranging from diplomatic missions and intelligence networks
to local intelligence elements and the organization of foreign operations.

The Special Organization (Teskilat-1 Mahsusa), through its operations spanning a wide range of
regions from the Balkans to the Caucasus, and from the Middle East to North Africa, embodied the
Ottoman Empire's modern intelligence tradition; it also implemented early examples of modern
security concepts such as psychological warfare, propaganda, special forces, and covert
diplomacy.

During the Republican era, Atatiirk directly integrated intelligence with military strategy;
communication technologies, encryption, telegraph networks, and the use of field-based human
intelligence (HUMINT) were among the key elements determining operational success throughout
the War of Independence. Atatirk's statement, "l won the War of Independence with telegraph
wires," offers a conceptual framework for understanding the decisive role of technical capacity
and information superiority in strategic decision-making within modern intelligence.
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During the Cold War, Tiirkiye's security architecture was shaped by its NATO membership and the
requirements of the bipolar system; this period was one in which intelligence was entrusted with
the interface of great power competition. The legal regulations enacted in 2004 expanded the
scope of the National Intelligence Organization's responsibilities and strengthened its foreign
operations capabilities; however, the deep infiltration of the FETO organization into the
institutional structure during the same period systematically obstructed the conduct of foreign
operations for years.

The July 15, 2016 coup attempt necessitated a restructuring of Tirkiye's security architecture;
during this process, the National Intelligence Organization (MIT) radically transformed its
functional capacity through internal purges and restructuring. The MIT Coordination Board,
established after July 15, created a high-level coordination architecture rarely seen in modern
states, ensuring centralization among intelligence units, operational integration, and
synchronization of information flow within the national security bureaucracy. This new era
witnessed a dramatic increase in the scale of intelligence budgets and technical investments;
cybersecurity infrastructures, cryptography centers, satellite systems, Al-based data analytics, and
UAV/UAS integrations elevated Turkiye's intelligence capacity from a regional power to a global
actor.

With the active use of its overseas operation authority by the National Intelligence Organization
(MIT), over 100 targets belonging to the PKK's high-level structures have been neutralized; and the
leadership of the terrorist organization has been seriously disrupted through intelligence-backed
military operations.

Tirkiye has developed a practical approach that combines target analysis, field intelligence, and
pinpoint operation capabilities with high precision by conducting operations against complex
hybrid threats such as Grad missile attacks carried out through cross-border tunnel routes. In
Libya, Karabakh, and the Irag-Syria region, the intelligence-military integration model has made
operational superiority possible; the National Intelligence Organization (MiT) has transformed into
a structure that strategically supports the planning, targeting, and risk management processes of
military activities in the field.

Turkiye's successful operations against Mossad's illegal activities within Tirkiye, including cyber
surveillance programs, ByLock data analysis, and counter-intelligence operations, demonstrate
the level of technical and analytical capacity the institution has reached.

The mediating role played by the Turkish National Intelligence Organization (MIT) in critical
processes such as the US-Russia prisoner exchange and the rescue of Italian citizens within the
framework of international security diplomacy demonstrates that Tirkiye's intelligence-based
diplomatic capacity has risen to the level of a global actor.

The observation that intelligence is as vital as water and oxygen explains the central role of
information superiority in the survival and continuity strategies of modern states; in this context,
intelligence has become a decisive strategic component not only within the security sector but
also in all stages of policymaking. Turkiye's current security and intelligence doctrine has evolved
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into a multi-layered model integrating technological capacity, field dominance, data analytics,
diplomatic interface, and operational flexibility; this model offers a highly effective toolkit for
protecting national security in a period of increasing regional vulnerabilities.

The new bloc formation parameters developing in the East should also be carefully monitored,
especially in the context of cybersecurity and technology. Within this framework, Russia-North
Korea relations, a multi-layered partnership shaped by ideological affinity, security needs, and
geopolitical necessities since the Cold War era, have acquired a new geostrategic framework after
the start of the Russia-Ukraine War in 2022, transforming into a "sanctions partnership.” North
Korea's political and economic structure, established from 1948 onwards along the lines of the
Soviet model, determined the systemic orientation of the Democratic People's Republic of Korea;
throughout the Cold War, the Pyongyang regime developed a simultaneous, yet balanced,
relationship with Moscow and Beijing.

During the Sino-Soviet split (Soviet-Chinese rivalry), North Korea maintained a strategic distance
from both actors; this process formed the basis of Pyongyang's inward-looking but multi-vector
balancing strategy in foreign policy. The collapse of the Soviet Union after 1991 led to a
fundamental rupture in Russia-North Korea relations; North Korea's "songun" (military-first) policy
placed military capacity at the center of state governance, while Russia, in its own process of
internal transformation, gave low priority to this relationship. Putin's rise to power revived
Moscow's global geopolitical ambitions; this transformation placed Russia-North Korea relations
back on a strategic axis from the 2000s onwards. North Korea's isolation, economic shortcomings,
and recurring shortages have driven Pyongyang to seek external support; in this context, Russia

has become a "survival partner" in economic, technological, and diplomatic terms.

The 2022 Russia-Ukraine War qualitatively transformed relations between the two countries;
North Korea turned this war into a strategic opportunity for itself, becoming one of the few states
to openly support Russia in its “struggle against the West.” The Pyongyang regime characterized
Russia’s military activities in Ukraine as a “holy struggle”; it provided unconditional support to
Moscow on the diplomatic level and played a critical role in breaking the pressure on Russia in UN
forums. As of 2023, North Korea-Russia relations had evolved into an institutional partnership in
terms of military supplies, ammunition support, and ballistic capability transfers; Moscow largely
filled the ammunition gap on the ground with hundreds of thousands of artillery shells and rockets
provided by Pyongyang.

Open source and intelligence indications that a significant portion of the 122 mm and 152 mm
ammunition used by Russian forces in the field originates from North Korea confirm the depth of
military integration between the two countries. In return, Russia has offered North Korea satellite
technology, missile components, armored vehicle components, and advanced technical know-
how in rocket technology; this has accelerated the qualitative transformation of Pyongyang's
defense industry capabilities.

The 2023 Putin-Kim Jong-un summit, held at the Vostochny Spaceport, marked a turning point as
the sharing of strategic information regarding North Korea's space program was formalized;
Pyongyang's technological capabilities received unprecedented support.
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53. Shipments of grain, oil, and energy from Russié to North Korea have exceeded sanctions quotas;

this flow has become a key resource sustaining both North Korea's domestic economic stability
and the production capacity of its defense industry. Although United Nations sanctions have been
in place for 14 years, the veto mechanisms of Russia and China have severely reduced the
effectiveness of international pressure on North Korea, rendering oversight mechanisms
ineffective.

54. The Comprehensive Strategic Partnership Agreement, signed in 2024, elevated Russia-North Korea

55.

relations to a legal level by including a NATO-like security clause; it stipulated that one party could
provide military assistance in the event of an attack on the other. This agreement revealed that
the alliance between the two countries had transformed from a purely tactical one into a strategic
and long-term bloc formation process; "sanctions partnership" has now become a permanent
geopolitical architecture.

Through its alliance with Russia, North Korea has gone beyond being merely a supplier of
ammunition; it has transformed battlefields into opportunities for military training and field
experience, effectively approaching a model of a "state exporting soldiers." This situation has
brought "state-controlled mercenary" models to the forefront of the global security architecture
as an alternative to private military companies; the weakening of Wagner and the subsequent
involvement of North Korean soldiers in proxy wars have shifted geopolitical balances.

56. The Russia-North Korea relationship is based on a “win-win” formula, as the war produces

57.

58.

59.

different but complementary benefits for both actors: Russia gains military breathing room on the
ground, while North Korea obtains technology, energy, food, and political protection. This alliance
has accelerated the erosion of the Western-centric rules-based international order; the weakening
of the normative framework in the contexts of Gaza, Ukraine, and the Asia-Pacific has created
geostrategic maneuvering space for both countries. During the same period, China maintained its
role as a “silent accomplice” as the decisive third actor in the background of the relationship;
Beijing developed a dual geopolitical position supporting and restraining the Russia-North Korea
axis.

Although the Russia, China, and North Korea triangle is not fully integrated, the leaders'
appearances after the Shanghai Cooperation Organization meeting indicate the formation of a
new geopolitical core in Eurasia.

The “Arctic Ocean - World Island - Continental Islands Ocean” axis offers a critical framework for
understanding Russia’s geopolitical behavior; geopolitical areas ranging from the isolation of the
Heartland to the pressure on the Rimland and new Arctic trade corridors directly influence Russia’s
strategic calculations. The concepts of Lebensraum, Heartland, Rimland, Containment, and
Differential Spatiality demonstrate that the Russia-North Korea alliance today constitutes a new
spatial practice that challenges the boundaries of classical geopolitical theories.

Discussions regarding the Anthropocene and Capitalocene epochs reveal that the Arctic,
particularly via the Northern Sea Route, is transforming into a new production and logistics hub;
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and that the advantages Russia gains through the Arctic directly fuel its alliance relationships in
Asia.

The new geopolitical realities in the Arctic and Pacific regions indicate that the Russia-North Korea-
China triangle is pursuing a multi-dimensional "spatial expansion" strategy, not solely based on
land or naval power.

North Korea's projected 3.7% economic growth in 2024 demonstrates that the war economy
model is effectively working for that country and that cooperation with Russia is directly producing
economic consequences. The emergence of new centers in the global power struggle is bringing
Russia and North Korea together in the same bloc as “othered but interdependent actors”; this
bloc formation is giving rise to new security architectures in vast geographical areas from Africa to
the Middle East.

It is predicted that if the Russia-Ukraine war drags on, North Korea's influence will not be limited
to Eastern Europe; North Korean military, ammunition, and technical capabilities could be
transferred to different conflict zones, particularly in Africa.

The international system has entered a new phase of multipolar competition, distinct from the
Cold War; the Russia-North Korea alliance has emerged as a new geopolitical model, forged
through sanctions and reinforced by technological exchange and military synergy .
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