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1. INTRODUCTION

In the New World Order of the 21st century, the information age has revo-
lutionized our lives, shrunk distances, and made societies more interdepen-
dent. Cyberspace and its underlying systems emerged as domains of profound 
influence on defense doctrines with the advent of communications technology, 
proliferation of the Internet and networked devices so-called the “IoT” (The 
Internet of Things). Virtual warfare, waged via computers and the Internet, 
became an essential aspect of military conflicts between adversaries, as the 
operation and management of warfare in the future has begun to change.1 To 
policymakers, possession of fastest computers is as crucial in the 21st century 
as possession of longest-range aircraft was in 20th century. Just as airpower had 
transformed battle scenes back then, the military utility of cyberspace has risen 
with diffusion of asymmetric warfare, which, in essence, is the goal of a war: 
One side will inevitably want to dominate over the other and make the balance 
asymmetric.2 As a form of smart power, cyberpower emboldens low-profile 
actors, decreases threshold of turning points in crises, and multiplies kinetic 
power’s impact. Since the very orality of the Internet has a way of turning ter-
ritorial battles into battles of ideas,3 transformation of modern battles utilises 
de-territorialised cyber attacks as means of persuasion and winning hearts and 
minds on a mass scale.4 In the information age, what’s important is not just 
“whose army wins in battle, but whose story wins over people”.5
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News headlines highlight incidents about private firms, government insti-
tutions, agencies, and critical infrastructure as frequent targets of increasingly 
sophisticated cyber weapons and techniques utilized by criminal organizations, 
state-sponsored terrorist, belligerent non-state actors, as well as national armed 
forces. Depending on an assailant’s motivation and desired impact on the tar-
get, malicious activities on cyberspace aim to subdue victims through data 
loss, financial gain, espionage, damage to commercial, physical assets, and 
disruption of supply chain, transportation, communication, and geo-location 
systems. Political actors are targeted during election campaigns through per-
ceptual manipulation of public opinion over ads, spam, spoofing, and phishing 
attacks through cyberspace. The real power of cyber is in fact its potential 
cascading effects on other domains. Since it enables a strike directly and im-
mediately aimed at the seat of the opposing will and policy, it diminishes the 
decisiveness of major wars.6 Missile tests, nuclear detonations, and advanced 
Artificial Intelligence (AI) platforms precipitate cyber responses that may spi-
ral into a full-scale conflict in high-risk profile regions.

2. CYBERSECURITY AND HYBRID WARFARE

For 400 years, those who possessed the greatest power in the global com-
mons, especially at sea, have been able to exert dominion over those who do 
not. Cyberspace, on the other hand, appears to empower challengers to resist 
against hegemony.7 Insurgents, armed groups, terrorists, political fractions of 
all sorts can exploit vulnerabilities of nations states by using “hacktivist” tech-
niques to further their cause and undermine the global order.8 Above all, cyber-
space has the potential to promote social and political change, as seen by the 
transformative effect of social media on politics in the Middle East and North 
Africa, and furthermore to “alter the configuration of the global commons”.9 
The Internet is the new battlefield, social networks are the weapons, and states, 
non-state actors, and citizens are its combatants.10

Cyber warfare may not resemble conventional war but damages can be as 
crippling. Perhaps most importantly, since cyberspace is ubiquitous, it affects 
all aspects of life, rendering it highly unlikely that future conflicts will unfold 
in exclusively one domain. Due to its low buy- in cost and as a multiplier 
of physical force, cyber warfare can generate “catastrophic cascading effects 
through asymmetric operations”.11 A cyber attack can target a nation’s “ner-
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vous system”12 behind the protective barriers of physical battlefronts, and as 
such, its principal goal is to persuade and subdue the enemy through strategic 
communication without fighting, thus framing a conflict in an ideologically 
advantageous way that enables direct influence over societies.13 Iran, for in-
stance, uses a mix of threats and forces to employ intimidation as a form of 
asymmetric warfare.14 A cyber espionage group linked to the Iranian govern-
ment recently attacked energy, military, and aerospace targets in Saudi Arabia, 
South Korea, and the U.S.15 A war does not necessarily involve conflict, and, 
as Sun Tzu says in his famous work “The Art of War”, Iran’s aim is to win the 
war without fighting the war.16

In hybrid wars, states and non-state actors blend high-tech capabilities, 
like anti-satellite weapons, cruise missiles, and Intercontinental Ballistic Mis-
siles (ICBMs) with terrorism and cyber warfare.17 Russia allegedly uses dis-
information and propaganda in synch with cyber attacks and military show-
down against Baltic states, Finland, and Norway.18 This emerging form of 
warfare includes the entire society and necessitates a comprehensive escala-
tion strategy to integrate vulnerabilities into a robust security infrastructure 
for effective crisis management. This is a complex world of confrontations 
and conflicts rather than one of war and peace.19 In non-traditional, irregular 
warfare, “netwar” as a form of low-intensity cyber warfare suits the definition 
of cross-domain warfare in the 21st century. Empowered non- state or sub-state 
actors utilize cyberspace to organize their constituents and challenge central 
authorities of nations. ISIS, for example, uses cyberspace as a propaganda plat-
form to shape the “information environment” of conflict20 and gain public sup-
port, enabling it to wage a leaderless warfare. This distinct strategic character 
and concept of operations21 necessitates an inter-agency connected specialist 
counter-terrorism task force suited for cyber defense with a flat, de-centralized 
structure to increase crisis response agility.

Regrettably, prospects for defense against cyber attacks are not good. 
Firewalls can be breached, people can be exploited, and systems can fail to de-
tect intruders. Open societies such as the U.S. have promiscuously networked 
their systems in ways that make it very difficult to disconnect from the Inter-
net.22 Despite earlier warnings from Israel to its U.S. counterparts,23 Russian 
state-sponsored hackers were able to conduct cyber espionage on the NSA ma-
terial from a contractor’s laptop through Kaspersky Lab’s ant-virus software.24 
Cyber arms are easily found on the dark web or off-the-shelf. If insurgents can 
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use the tools of globalization against itself and can cross all of the organiza-
tional boundaries, so must the defense systems: There is need to have a holistic 
approach to cyber defense.25 With this goal, the U.S. Department of Homeland 
Security, for instance, aligns agencies for new types of crises including cy-
ber attacks to minimize the impact of “unknown unknowns” while fostering 
organizational development of national crisis management. Following the at-
tack on NHS in 2017, the UK has increased funding for GCHQ to make it a 
“cyber-organization” as much as an intelligence and counter-terrorism one.26 
Similarly, the first EU ministerial-level cyber exercise conducted in Estonia 
was based on a fictional scenario that “moved from a minor cyber incident up 
to a real blockade of communications systems that stopped a naval operation 
on the Mediterranean.”27

3. CRISIS MANAGEMENT IN 21ST CENTURY WARFARE

Crisis management in statecraft is the art of using time and space to ad-
vance one’s gains,28 especially by turning dangers into opportunities. It takes 
place at a crucial time during when there is high probability of hostilities due 
to perceived threat to vital interests. How a crisis may unfold, escalate, and 
whether it can be prevented are of prominent concern for the pre- crisis phase. 
Deterrence is of crucial importance to prevent escalation of crisis and cyber-
security has a large role in crisis management. In this regard, escalation domi-
nance is an indispensable and desirable aspect of successful crisis manage-
ment, which can take kinetic form, with armed forces, or non-kinetic form, 
with cyber weapons that serve as a platform of attacks on information systems. 
In pre-crisis phase, cyber escalation as a basis for cyber deterrence becomes 
much more salient.29 As sophisticated cyber threat actors are ever growing, 
North Korea, for instance, has acquired capabilities to attack the South prior 
to testing its new arsenal of nuclear weapons and missiles. Pyongyang has the 
cyber power to incur as much damage as possible against military, infrastruc-
ture, and industry complexes in a conflict situation, and frequently does cyber 
reconnaissance to prepare for war with the South. If it breaks out, during war 
time, North Korea may launch cyber attacks,30 and as a response the allied 
cyber command can provide means to penetrate, disrupt, and corrupt North 
Korea’s networks.31 Cyber capabilities can give the U.S. Navy Seals the advan-
tage on the ground, ensure that satellites have the most accurate positioning for 
a laser-guided missile attack, and respond to domestic civil unrest in the South.
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Essentially, escalation and de-escalation of 21st century crisis can take 
place across all domains of warfare: Land, Sea, Air, Space and Cyber. In cross-
domain warfare, the platform in which the attack is launched and where its 
effects are felt may be different. Firstly, anonymity and intangibility of cyber 
attackers are undermining factors against efforts to prevent crisis from turning 
into war. At the onset of a crisis, with the identity of cyber attackers possibly 
unknown, making retaliation difficult, elusive decision-making may lead to 
escalation of hostilities.32 An effective means to deter a major war may prove 
ineffective.33 Secondly, cross-domain escalation resembles horizontal escala-
tion in that one side has a perceived advantage over the adversary, although, 
unlike horizontal escalation, crossing a geographic threshold may not neces-
sarily be a pre-requisite to be considered as an escalatory move. During Kore-
an Missile Crisis, the U.S. had a military advantage around the Western Pacific 
whereas North Korea had an advantage around the peninsula: Taking positions 
and showing of capabilities was a potential horizontal escalation from Korea to 
the Pacific, but it does not need to involve use of physical force. Cross-domain 
warfare is characterized by effects-based operations: if intended consequences 
of a particular type of action within a domain unfold in a different domain, it 
makes possible to realize synergies between domains. Kinetic attacks against 
cyber facilities or cyber attacks against kinetic weapon systems highlight the 
relationship between kinetic and non-kinetic forces with regard to crisis esca-
lation. On one hand, nuclear plants in the U.S. operate on high assurance envi-
ronments, monitored, maintained and isolated from the Internet against cyber 
threats. North Korea or Iran may not be able to attack a U.S. aircraft carrier 
but may do so to those facilities that enable these systems to destroy intended 
targets,34 such as the GPS satellite network. Indeed, it is possible that cyber at-
tackers might have engineered the collision between the U.S. Navy ship USS 
Fitzgerald and a container ship off the coast of Japan via an intrusion on the 
networked control system and disruption to GPS navigation.35

Crisis readiness in cyber warfare requires acute awareness of potential 
vulnerabilities, ability to pick, analyze, and act upon the right information 
and inter-agency coordination. Tackling with cyber aggressors should not be 
left only to capabilities of IT professionals, who are more common, but rather 
involve people with diverse skills and backgrounds to make sense of vastly 
increasing amounts of big data through the proliferation of social networks.36 
Using simulations, crisis gaming, and imagination37 can help connect the dots, 
increase agility, and facilitate cyber threat assessment. During the 9/11 attacks 
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in New York, there was a need for the Federal Aviation Administration (FAA) 
to ground all flights within the first few hours, which could be facilitated by 
a cyber swat team. Post 9/11, the U.S. and its allies deployed a variety of 
military capabilities with the intent to destroy terrorists and those who harbor 
them. As an escalatory option, it included the policy of pre-emption based on 
actionable intelligence. In cyber domain, this meant the opening of a door to 
a new era of escalation, as exemplified in the use of Stuxnet computer virus 
by the U.S. and Israel’s covert action forces against Iran’s nuclear program. In 
a similar fashion, China has often used cyber weapons against the U.S. gov-
ernment computer systems and contractors with the motive to map “military 
capabilities that could be exploited during a crisis”.38 The goal being to take a 
picture of the U.S. defense networks, logistics, and related military capabilities 
that could be targeted during a crisis, cyber weapons have become integral to 
Chinese military strategy and it is estimated that 90% of cyber-espionage in the 
U.S. originates from China.39

4. CONCLUSION

Cybersecurity is a vital component of combined operations in modern 
warfare. It can be used by states, armed groups, insurgents, and terrorists as 
a powerful tool to gain asymmetric advantage, impose demands, and subdue 
opponents. Nevertheless, notwithstanding cutting- edge capabilities that cyber 
space provides, like any other advanced technology, it cannot be a pure play 
option for warfare. It is highly unlikely that cyber attackers can breach a nucle-
ar plant to trigger a disaster. As a force multiplier for kinetic power, however, it 
can be put to divide, dishearten, and disrupt an adversary’s will to fight, gather 
intelligence and trigger a crisis by subverting network defenses. Cyber attacks 
may be perceived as escalatory signals in a crisis setting and precipitate kinetic 
responses, or vice versa, laying clear the increasingly cross-domain charac-
ter of military hostilities. Serious impact on a state’s critical infrastructure, 
economy, and reputation, even if non-lethal, may grant the right to invoke the

U.N. Article 51 for self-defense. In the 21st century’s hybrid warfare, cy-
ber domain will be a central part of conflicts and complement other domains 
for both states and non-state actors as armed groups use it to their advantage 
to dominate their adversaries. It requires more than just military hardware, but 
also training, public awareness, and cross-agency cooperation to survive in this 
new normal.
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